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1. Ethical AT and Responsible AI — Definitions and Distinctions

1.1 Ethical AI

Ethical Al is a philosophical and normative framework — it asks: what values should AI
systems embody? It draws from moral philosophy, human rights law, and social science to articulate

principles that should guide AI design and deployment.

The five canonical principles, as articulated in the EU's Ethics Guidelines for Trustworthy Al, are:
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¢ Beneficence — Al should actively benefit people and society, not merely avoid harm. In agentic
systems, this means ensuring the agent's objective function is genuinely aligned with user intent

and broader human welfare.

¢ Non-maleficence — Systems must not cause harm, including through inaction, emergent
behavior, or cascading automation. This is particularly challenging for autonomous agents that

operate over long horizons with limited per-step human supervision.

¢ Autonomy — Respect for the user's ability to understand, contest, and override Al decisions.
Informed consent, explainability, and override mechanisms are the operational expressions of

this principle.

e Justice — Fair distribution of AI's benefits and burdens across demographic groups and
geographies. This includes both procedural justice (fair process) and distributive justice (fair

outcomes).

¢ Explicability — Stakeholders must be able to understand and audit Al behavior at appropriate
levels of abstraction. This ranges from individual prediction explanations to full system

transparency, depending on context and audience.

Ethical Al is largely concerned with what is right — it is aspirational and value-laden.

1.2 Responsible Al

Responsible Al is the operational and governance layer — it asks: how do we actually build and
deploy Al that lives up to those ethical values? It translates ethical principles into concrete

organizational practices, technical tooling, and regulatory compliance.
In practice, responsible Al encompasses:

¢ Model cards and system documentation

e Bias testing and fairness metric monitoring

¢ Human-in-the-loop design patterns

e Incident response and rollback procedures

e Regulatory compliance (EU AI Act, NIST AI RMF, etc.)
e Red-teaming and adversarial testing before deployment

e Audit trails and decision logging
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Responsible Al is largely concerned with what we do — it is procedural and measurable.

1.3 The Relationship Between the Two

Think of it as a hierarchy:
Ethical Al defines the destination. Responsible Al is the map and the vehicle.

A system can be responsible on paper — it passes audits, has model cards, meets regulatory thresholds
— while still producing ethically questionable outcomes, because the underlying values were poorly
specified. Conversely, an organization can have excellent ethical intentions but no responsible Al

infrastructure, meaning those values never actually shape what ships to production.

The strongest programs do both: they ground their governance practices in explicit, debated ethical

commitments — not just compliance checkboxes.

2. What Ethics and Responsibility Mean for Agentic Al Builders

2.1 You Are No Longer Just an Engineer

When you build an agentic system that acts autonomously in the world — sending emails, making
decisions, triggering financial transactions, managing people's data — you are no longer just writing
code. You are designing a system with agency, and that shifts your moral and legal position

significantly.

A traditional software developer builds a tool that a human operates. An agentic Al builder creates
something that operates itself. The consequences of your design choices play out without a human in

between.

2.2 Your Objective Function Is a Moral Choice

When you define what an agent is optimizing for, you are making an ethical decision — not a technical
one. An agent told to "maximize appointment throughput" in a hospital will cancel low-priority
patients. An agent told to "reduce customer churn" may manipulate vulnerable users. The

specification of the goal is where ethics lives, not just the implementation.

This is a fundamental insight: objective specification is the most consequential ethical decision in the
entire development process, and it is typically made informally, without ethical analysis, during a

product meeting.
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2.3 Emergent Behavior Is Your Responsibility

Agentic systems — especially multi-agent ones — produce behaviors that no single component was
designed to produce. You cannot disclaim responsibility for emergent outcomes by saying "the agent

wasn't told to do that." If you deployed it, you owned the risk surface.

This is qualitatively different from traditional software bugs. A bug is a system doing something other
than what it was designed to do. Emergent behavior is a system doing something no one designed it to

do — but that arose from the interaction of components you chose to combine.

2.4 Automation Bias Becomes Your Design Problem

When an agent makes a decision, humans downstream tend to trust it uncritically — this is called
automation bias. If you don't build in friction, override mechanisms, and transparency, you are

designing for over-reliance, even if unintentionally.

Automation bias is not a user error. It is a predictable consequence of system design. A responsible

builder designs against it.

2.5 Speed Amplifies Harm

Agentic systems operate at machine speed. A biased decision that a human would make once a day, an
agent makes ten thousand times before anyone notices. The scale and velocity of automated harm is
qualitatively different from individual human error. This means that biases or errors that would be
tolerable (or at least self-correcting) in a human-operated process become systemic and compounding

in an agentic one.

3. What It Means When Proposing Agentic Automation to a Business

3.1 The Right First Questions

"Can we automate this?" is the wrong first question. The right questions are:

e What is the worst thing that happens if the agent makes a wrong decision?
e Isthat outcome reversible?
e  Who is harmed, and do they have recourse?

¢ What human judgment are we replacing, and was that judgment doing ethical work we haven't

modeled?
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The last question is especially important. Human decision-making often incorporates contextual,
empathetic, and ethical judgments that are never formally specified because they are "obvious" to a

human. When you automate the process, those invisible ethical functions disappear.

3.2 You Inherit the Liability Conversation

When you propose agentic automation to a business, you are implicitly proposing a new liability
structure. If the agent makes a bad decision, the question "who is responsible?" lands on the
organization — and often on the person who designed and advocated for the system. Regulatory

frameworks like the EU AI Act are making this explicit and legally binding.

3.3 Stakeholder Impact Goes Beyond the End User

An agent that automates a business process may affect:

o Employees whose roles are eliminated or deskilled
e Customers who lose access to human judgment in high-stakes moments
e Third parties the agent interacts with who never consented to dealing with an Al

A responsible proposal accounts for all of these groups, not just the business efficiency metric.

3.4 "Human-in-the-Loop" Is Not a Checkbox

Many proposals gesture at human oversight without designing it meaningfully. If the human is
reviewing 500 agent decisions per day with 30 seconds each, they are not providing oversight — they
are providing cover. Genuine human oversight means the human has enough context, time, and

authority to actually intervene.

3.5 The Core Mindset Shift

Every agentic system you deploy is a policy, not a decision.

A human making a one-off decision affects one situation. An agent making the same decision affects
every person who encounters that system, consistently, at scale, indefinitely. That is what a policy
does. And policies — in any domain — carry ethical and governance obligations that individual

decisions do not.

4. Real-World Case Studies — Done Right and Done Wrong
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4.1 Done Right

Case 1: JPMorgan LOXM — Bounded Autonomy in Algorithmic Trading

JPMorgan deployed LOXM, a reinforcement-learning agent that executes large equity trades in real
time, breaking up block orders to minimize market impact and optimize price — a task where human

traders had operated for decades.
What they did right:
¢ Tightly scoped objective: the agent had one job with a mathematically well-defined goal; no
ambiguity about what "success" looked like.
¢ Phased rollout: piloted in Europe from 2017, refined before expanding to Asia and the US.

e Human traders were retrained to supervise and collaborate with the system — not simply

displaced.

e Market-systemic risk was designed against: the agent was explicitly trained not to move

prices, a safeguard that protected third parties, not just JPMorgan.

Lesson: clear objective specification, bounded autonomy, and workforce integration done before

deployment are what separate responsible automation from reckless automation.

Sources: Best Practice Al — JPMorgan LOXM Case Study; Linkedin — JPMorgan LOXM

Transformation in Trading

Case 2: Gulf Region Bank — Multi-Agent AML with Meaningful Human
Escalation

A leading Gulf bank deployed multi-agent Al for anti-money laundering and cross-border compliance
monitoring. The system autonomously flagged suspicious activity patterns across transaction streams

— but with a critical design choice: human escalation thresholds were calibrated to significantly reduce

false positives before any case reached a human analyst.

What they did right:

¢ Human oversight was meaningful, not theatrical: analysts only saw cases the system was
uncertain about, with full reasoning traces attached. They weren't rubber-stamping 500 alerts

per day.
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¢ Audit trails were complete: every agent decision was logged with its source data and
reasoning — a regulatory requirement they treated as a design principle, not a compliance
checkbox.

¢ False positive reduction was a primary success metric: this protected customers from

unjust scrutiny, not just the bank from fraud losses.

Lesson: genuine human-in-the-loop design means the human has enough context and capacity to

actually intervene — not just sign off.

Source: IT Brief UK — Enterprise Al Agents: The Rise of Human-Augmented Operations

Case 3: McKinsey — Agent Governance Before Deployment
McKinsey established a central review team that evaluates every internally developed Al agent against
risk, legality, and data policy criteria before it is deployed anywhere in the firm.
What they did right:
¢ Governance preceded deployment, not the reverse. The review process was built before
agents were shipped, not retrofitted after an incident.

e Cross-functional review: the team combines technical, legal, and ethics expertise — not just

IT security.

¢ Risk classification drives autonomy level: low-risk agents (report generation) get
maximum autonomy; strategic recommendation agents require mandatory human approval at

every decision point.

Lesson: the most responsible thing an organization can do is build the governance infrastructure

before the first agent goes live, because retrofitting accountability is far harder than designing it in.

Source: Aggil.fr — Agentic Al 2025: Ethical Challenges & Governance

4.2 Done Wrong

Case 4: Workday — Algorithmic Hiring Bias at Billion-Application Scale
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Workday's Al-powered hiring screening tools are at the center of Mobley v. Workday, one of the most
consequential Al discrimination cases in US legal history. The plaintiff — a qualified Black IT
professional over 40 with a disclosed disability — was rejected from over 100 positions, often within

minutes of applying, sometimes at 1:50 a.m., with no human ever reviewing his application.

The court allowed the case to proceed under an "agent theory" of liability: because Workday's software
was performing a function traditionally done by humans (hiring gatekeeping), the vendor — not just
the employer — could be held directly liable for discrimination under Title VII, the ADA, and the

ADEA. The potential class involves roughly 1.1 billion rejected applications since 2020.
What went wrong:

¢ No human ever saw the applications: the agent operated at full autonomy in a domain —
civil rights-protected employment — where disparate impact law requires justifiable, auditable

criteria.

¢ Training data encoded historical discrimination: the model learned from past successful

hires, which reflected decades of biased hiring practices.

¢ Liability was assumed to rest with the employer: Workday positioned itself as a neutral

tool provider. The court rejected this entirely.

Lesson: when an agent performs a function that carries legal obligations under civil rights law, it

inherits those obligations. "We're just the software vendor" is no longer a legal defense.

Sources: GlobalSouth.ai — How Al Bias Locked Out Millions of Job Seekers; Seyfarth Shaw —

Mobley v. Workday: Court Holds Al Service Providers Could Be Directly Liable; Quinn Emanuel —

When Machines Discriminate: The Rise of Al Bias Lawsuits

Case 5: UnitedHealth — AI Denying Medical Coverage Without Meaningful
Appeal

A 2025 class-action lawsuit accuses UnitedHealth of using an Al model to automatically deny
rehabilitation coverage to elderly patients — allegedly overriding physician-determined medical
necessity. One patient died within five days of being denied coverage. Plaintiffs argue that human

appeals were designed to be virtually impossible to navigate.

What went wrong:
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e Irreversible, life-altering decisions were automated without adequate override
paths: denying healthcare to an elderly patient is categorically different from denying a refund.

The autonomy level was wildly miscalibrated to the stakes.

¢ The appeals process was not genuinely accessible: a human override mechanism exists

on paper; designing it to be practically unreachable is ethically equivalent to having none.

¢ The agent optimized a narrow financial metric (claim denials) with no mechanism to

detect when it was overriding legitimate medical judgment at scale.

Lesson: the reversibility and stakes of a decision must govern the autonomy level assigned to it. Life-
and-death decisions require not just a human in the loop — but a human who can actually intervene in

time.

Source: Linkedin — When Agentic Al Goes Wrong: 7 Recent Failures Leaders Cannot Ignore

Case 6: DeepMind / Royal Free NHS — Data Without Consent

In 2015, Google DeepMind was given 1.6 million patient records from the Royal Free London NHS
Foundation Trust to develop Streams, a kidney injury alert app. The data was transferred without
patient consent or even notice. It included not just AKI-relevant records but every admission,
discharge, blood test, and diagnosis across the entire Trust going back five years — including patients

who had no AKI risk whatsoever.

The UK Information Commissioner ruled in 2017 that the hospital had failed to protect patient
privacy. A class-action lawsuit was filed in 2021 on behalf of over a million patients. DeepMind
publicly apologized, acknowledging it had focused on building tools for clinicians rather than

considering patient needs.
What went wrong:

e Data collection was not scoped to the task: a kidney injury app required AKI-relevant
records. It was given everything, creating a vastly larger privacy exposure than the clinical use

case justified.

¢ Consent was assumed, not obtained: the legal justification ("direct care relationship") was
stretched well beyond what it could plausibly cover for millions of patients who had never been

treated for kidney injury.
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¢ The ambition expanded after the data was already collected: internal communications
showed DeepMind envisioned Streams as a foundation for a much broader NHS data platform —

a scope that was never disclosed to patients or regulators at the outset.

Lesson: data minimization is an ethical and legal obligation, not a technical preference. If your data
collection scope is determined by what you might build someday rather than what you're building
now, you are already in violation of responsible Al principles — regardless of how beneficial the

application ultimately is.

Sources: BBC — DeepMind faces legal action over NHS data use; PMC — Google DeepMind and

Healthcare in an Age of Algorithms

4.3 The Pattern Across All Six Cases

Dimension Done Right Done Wrong

Autonomy level Calibrated to stakes and reversibility Applied uniformly regardless of
consequence

Human oversight Meaningful — human had context and power Theatrical — designed for cover, not

to act control

Objective Narrow, well-defined, auditable Broad financial metric with no ethical

specification guardrails

Data handling Scoped to the task Collected speculatively, consent assumed

Governance timing Built before deployment Retrofitted after harm or legal action

Liability assumption Vendor accepted shared responsibility Vendor assumed responsibility rested
elsewhere

5. Practical Governance for Agentic Al Development Teams

5.1 Core Mindset

Governance for agentic Al is not a compliance layer bolted on at the end. It is a set of decisions
baked into every stage of the development workflow — the same way security or testing is. If

your team is thinking about governance only at deployment time, you are already too late.
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5.2 Before You Build Anything

Risk Tier Assessment

Before a single line of code is written, the team answers four questions:

1. What is the worst-case outcome if the agent acts incorrectly?

2. Isthat outcome reversible?

3. Who is affected, and did they consent to interacting with an AI?

4. Does this fall under any regulatory classification (EU Al Act, HIPAA, ECOA, GDPR)?

The answers determine everything that follows — how much human oversight is required, what testing
is mandatory, what documentation must exist before deployment. A practical tool: a one-page risk
brief for every agent, completed before development starts. Think of it as the ethical equivalent of a

PRD (Product Requirements Document).

Objective Stress-Testing

The objective function is a moral document. Write it down explicitly, then run "evil genie" tests: If the
agent achieved this objective perfectly, what is the worst thing that could happen? A customer
retention agent that maximizes retention at all costs will manipulate users. Find that before you build

it, not after you ship it.
5.3 During Development

Least-Privilege by Default

Every agent should have exactly the permissions it needs to do its job — nothing more. This is not just
security hygiene; it is ethical hygiene. An agent with write access to a production database when it only

needs read access has an unnecessary blast radius.
Enforce structurally:

e Separate credentials per agent role
e No shared admin tokens

e Explicit tool whitelists — the agent can only call the functions it is declared to need

Immutable Decision Logging from Day One
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Every agent action — tool call, reasoning step, output — gets logged with timestamp, input context,

and output. This is not optional and it is not added later. If you cannot reconstruct exactly what an

agent did and why, you cannot audit it, debug it, or defend it legally.

Log schema should capture at minimum:

e Agent ID and version

e Session / trace ID

e Input received

e Tools called, in order

¢ Output produced

¢ Confidence or uncertainty signals if available

e User ID (appropriately anonymized)

Confirmation Gates as Architecture Decisions

Before any irreversible action — sending an email, writing to a database, calling an external API,

spending money — the agent pauses for human confirmation unless the action has been explicitly pre-

approved for autonomous execution in writing, by someone with authority to approve it.

This is an architectural pattern, not a UX feature. Build it into the agent framework so that no

developer can accidentally skip it.

5.4 Before Deployment

Structured Pre-Deployment Review

Every agent that touches real users or real data goes through a checklist-gated review before shipping.

The checklist is not aspirational; failing any item blocks deployment.

Gate

Question

Pass Criteria

Objective audit

Is the objective specified in writing and stress-tested?

Document exists and reviewed

Risk tier

Is the risk tier documented and appropriate controls in place?

Signed off by risk owner

Least privilege

Does the agent have only the permissions it needs?

Security review passed

Logging

Is every action logged with full context?

Log sample reviewed
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Confirmation gates Are all irreversible actions gated? Code reviewed

Bias testing Have outputs been tested across demographic subgroups? Test results attached

Failure modes What does the agent do when it is wrong or uncertain? Fallback behavior documented
Escalation path Is there a clear path to a human for edge cases? Path tested end-to-end
Rollback plan Can the agent be disabled in under 5 minutes? Kill switch tested

Red-Teaming Before Launch

At least one team member — ideally someone not on the building team — spends dedicated time trying
to break the agent. Not unit testing. Adversarial testing: prompt injection, edge case inputs, goal-

directed manipulation, attempts to get the agent to take actions outside its intended scope.

For high-risk agents, this should involve external testers unfamiliar with the system's design.

5.5 In Production

Production Telemetry as a Governance Instrument

Your monitoring stack is not just for uptime — it is your primary governance tool in production:

¢ Decision distribution: are the agent's outputs shifting over time? Model drift shows up here.
¢ Fairness metrics: are outcomes distributed consistently across user groups?

e Escalation rate: how often is the agent hitting its uncertainty threshold and routing to a

human? A sudden drop may mean the agent stopped being appropriately cautious.

e Override rate: how often are humans overriding the agent's recommendations? A high

override rate is a red flag.

¢ Incident log: any unexpected, out-of-scope, or harmful action gets logged as an incident — no

matter how minor.

Defined Escalation Thresholds

The agent should know, structurally, when to stop and ask for help. These thresholds should be

explicit configuration, version-controlled alongside the code:

e Confidence below X — escalate to human

e Action cost above $Y — require approval
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e Action type in {irreversible list} — require approval regardless of confidence

e Error rate above Z in the last N interactions — pause and alert

Incident Response Playbook

Before you ship, write down what happens when something goes wrong. Who gets paged? Who has
authority to shut the agent down? How do you notify affected users? How do you forensically
reconstruct what happened? This should be a real document, not a vague plan, tested with at least one

tabletop exercise before the agent goes live.

5.6 Team Culture and Structure

e Assign a named risk owner for every agent — not "the team," but a person, with their

name on a document. This changes how people think about the work they ship.

¢ Ethics retrospectives — after any incident or near-miss, run a structured retrospective
focused on: what decision in the development process allowed this to happen, and how do we

change the process?
¢ Maintain an agent registry — a simple internal registry listing every deployed agent with:
what it does, its risk tier, who owns it, when it was last reviewed, and what its kill switch is.
5.7 Day-to-Day Rhythm

e Sprint planning: every new agent or major capability change triggers a risk brief — one page,

30 minutes.

e Code review: confirmation gates and logging are standing review criteria. A PR that removes a

confirmation gate requires explicit justification.
e Weekly: 15-minute review of production telemetry — escalation rate, override rate, anomalies.

e Monthly: incident log review and registry update. Any agent not reviewed in 9o days gets
flagged.

e Pre-deployment: checklist-gated review for every new agent. No exceptions.

¢ Post-incident: structured retrospective focused on governance, not just the technical fix.

6. Enterprise-Level Governance and Strategy
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6.1 Why This Is a Board-Level Issue

Agentic Al is no longer an IT decision. When your organization deploys systems that act autonomously
on behalf of the business, the consequences of failure reach the board, the C-suite, and the legal

department. Three forces make this unavoidable:

1. Regulatory exposure is real and growing. The EU AI Act imposes fines up to €35 million
or 7% of global annual turnover for violations involving high-risk Al systems. US courts have
established that Al vendors and deployers share direct liability for discriminatory automated

decisions.

2. The liability structure has shifted. Courts are rejecting the "we're just the software"
defense. Deploying an agentic system that makes decisions traditionally made by humans means

the organization inherits the legal obligations that came with those human decisions.

3. Reputational risk moves at agent speed. A biased or harmful agent running at scale can

affect millions of customers before a human notices.

6.2 What the Enterprise Must Put in Place

Al Governance Structure with Real Authority
Not a committee that produces reports. A governance body that can block deployments, mandate

changes, and shut systems down.

¢ A named Chief AI Officer or AI Risk Owner at the executive level — someone whose job
includes saying no to deployments that don't meet standards, and who has the organizational
authority to make that stick.

¢ An Al Review Board with representation from legal, compliance, HR, the business units

deploying agents, and technical leadership — not just IT.

e Aclear escalation path: team-level checklist escalates to the Review Board for high-risk

agents; the Board escalates to the C-suite for enterprise-wide or regulated deployments.

The governance structure needs teeth. If the business can route around it under delivery pressure, it
will.
Enterprise Al Inventory

Every Al system the organization operates — not just those built internally, but every third-party AI

product used in any business process — should be catalogued in a living registry:
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e What the system does and what decisions it makes

¢ Which business process it is embedded in

e The risk tier under applicable regulatory frameworks

e Who owns it internally

e What data it touches and under what consent framework
e When it was last audited

e  What the kill switch is

Most enterprises, if honest, do not know what Al systems they are actually running. Shadow AI —
departments deploying agents without IT or legal awareness — is already widespread and growing.

The inventory is the foundation of everything else.

Vendor Due Diligence

The Mobley v. Workday ruling made clear that the deploying organization shares responsibility for
discriminatory outcomes even when they did not build the system. Before any AI vendor relationship

is signed:

e Request and review the vendor's model card and system card

Understand what data the model was trained on and what bias testing was performed
e Clarify contractually who bears liability for discriminatory or harmful outputs

e Ensure audit rights — the ability to inspect logs and request explanations — are written into the

contract
¢ Confirm GDPR / CCPA data handling obligations are explicitly addressed

"The vendor is responsible" is not a legal defense. It must be verified, not assumed.

Data Governance for Agentic Systems

Agentic Al changes the data governance problem significantly. A traditional application reads data and
displays it. An agent reads data, reasons about it, combines it with other data, and acts on it — often

across systems that were never designed to interoperate.

Key questions to answer:

e What data can any agent access? Under what consent framework?
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e Can agents combine datasets that were collected for different purposes? (This is exactly what the

DeepMind / Royal Free case turned on.)

e Are agents subject to data minimization obligations — and is that enforced technically, not just

in policy?
¢  Where does agent-generated data go, and who can access it?

e What happens to data when an agent is decommissioned?

Workforce Strategy

This is the piece most enterprises get wrong. They treat the human impact of agentic Al as a

communications problem rather than a governance obligation:

¢ Displacement without transition is a governance failure, not just an HR problem.

e Deskilling is a slow-motion risk. When agents take over complex tasks, the human

expertise needed to supervise those agents degrades over time.

¢ Automation bias is an organizational phenomenon. When an enterprise deploys agents

that make recommendations, humans gradually stop questioning those recommendations.

The governance question: does our deployment pace allow humans to maintain the expertise and

authority needed to actually oversee these systems?

6.3 Strategic Implications

¢ Responsible Al is a competitive differentiator — enterprise buyers in regulated industries
are issuing Al due diligence questionnaires and writing Al governance requirements into

contracts.

¢ The cost of getting it wrong is asymmetric — the expected value of governance is positive
even before you count reputational and regulatory benefits, because the tail risk of a single major

Al incident dwarfs the total cost of a governance program.

¢ Culture is the governance layer that doesn't appear on the org chart — the most
important question is: what happens when an engineer discovers that a deployed agent is
producing harmful outputs, but shipping pressure is high? If the answer is "they raise it and the
organization acts," governance is real. If the answer is "they stay quiet and ship," all the

checklists are theater.
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7. Regulatory Landscape — Current, Emerging, and Demanded
7.1 Current Regulations

EU AI Act (2024)

The world's first binding, comprehensive Al law, operating on a risk-based classification:
Unacceptable risk — prohibited outright:

e Social scoring by governments
e Real-time biometric surveillance in public spaces (with narrow exceptions)
e Al that exploits psychological vulnerabilities to manipulate behavior
e Predictive policing based solely on profiling
High risk — permitted but heavily regulated:
Most enterprise agentic Al lives here. Includes Al used in hiring, credit scoring, healthcare decisions,
education, critical infrastructure, law enforcement, and border control. Requirements:
e Conformity assessment before deployment
e Mandatory human oversight mechanisms
e Transparency and explainability obligations
e Robust technical documentation
e Bias testing and ongoing monitoring
e Registration in an EU database
e Incident reporting to authorities

Limited and minimal risk — lighter touch:
Chatbots must disclose they are Al. General-purpose Al (including frontier LLMs) must publish
training data summaries and comply with copyright law. Systemic-risk models face additional

adversarial testing obligations.

What it does not address well: Multi-agent systems, emergent behavior from agent coordination,
and liability allocation in agentic pipelines were not cleanly anticipated by the Act's drafters. These are

already the subject of amendment discussions.

United States — Sectoral, Not Comprehensive
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No equivalent of the EU AI Act. Regulation is fragmented:

EEOC guidance extends Title VII, the ADA, and the ADEA to algorithmic hiring tools —
Mobley v. Workday is the live test.

CFPB has issued guidance that adverse action notices under ECOA and FCRA apply to AI-

driven credit decisions.

HIPAA applies to Al systems handling protected health information — the UnitedHealth case is

testing what "meaningful human oversight" means.

FTC Act Section 5 prohibits unfair or deceptive practices — used to pursue algorithmic

manipulation and deceptive AI marketing.

State level: Illinois BIPA, New York City Local Law 144, Colorado Al Act, California AB 2013. A

patchwork that is growing fast.

NIST AI RMF (2023) — voluntary but increasingly used as the de facto standard for

responsible Al in federal procurement and enterprise due diligence.

China

Content-first, sector-specific approach:

Generative Al regulations (2023) require content to reflect socialist values, prohibit

disinformation, mandate real-name registration.

Algorithmic recommendation regulations require transparency about ranking and give users

opt-out rights.

Deep synthesis regulations cover deepfakes — watermarking and disclosure requirements.

Comprehensive on content control and data sovereignty; largely silent on enterprise agentic

deployment risks.

Other Jurisdictions

UK: Pro-innovation approach — sector regulators apply existing frameworks. AI Safety Institute

focuses on frontier model evaluation.

Canada: AIDA (Artificial Intelligence and Data Act) proposed — high-impact Al systems face

impact assessment requirements. In Parliament.

Brazil, India, Singapore: active development, generally following EU risk-based architecture

with local adaptations.
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7.2 What Is in the Works

EU AI Act Implementation
The Act is in force but most obligations phase in through 2026—2027:
e Technical standards for conformity assessment — what does bias testing actually look like in
practice?
e Codes of practice for general-purpose AI models

e Agentic Al amendments — the European Al Office has flagged multi-agent systems, autonomous

tool use, and agent-to-agent delegation as underaddressed

e Liability Directive — companion directive clarifying civil liability for Al-caused harm

US Federal Movement

e OMB guidance requiring federal agencies to designate Chief AI Officers and publish AI use

inventories
e Sectoral rulemaking from CFPB, EEOC, FTC, and HHS

e Congressional activity — Algorithmic Accountability Act and various transparency bills in

various stages

Global Convergence
¢ OECD Al Principles being updated for agentic systems

¢ G7 Hiroshima AI Process — voluntary codes of conduct being operationalized into

procurement requirements

¢ ISO/IEC 42001 — international standard for Al management systems, being adopted similar
to ISO 27001

¢ UN resolution on AI (March 2024) — non-binding but unanimous, establishing the right to

safe, secure, and trustworthy Al

The Frontier Nobody Has Solved Yet

Every major regulatory body is struggling with:

e Agentic pipelines: when five agents collaborate, who is liable?

¢ Emergent behavior: how do you audit for outcomes no component was designed to produce?
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¢ Continuous learning: how do you certify a system that changes after deployment?

¢ Multi-vendor accountability: how is responsibility allocated across foundation model

provider, tool vendor, and deployer?

~.3 What Ethicists Demand

This is where the gap with current regulation is widest.

Genuine Consent, Not Notice

Current law generally requires that people be informed that an Al is making decisions about them.
Ethicists argue this is insufficient — information without the ability to meaningfully opt out is not
consent, it is notification. The demand is for opt-in frameworks for high-stakes AI decisions: people
should have to affirmatively agree to have their job application, loan, or healthcare coverage decided

by an autonomous system, with a genuine human-reviewed alternative available.

Contestability as a Structural Right

Explaining a decision after the fact is not the same as giving someone the power to challenge it.
Ethicists demand that contestability be a design requirement — a technical and organizational

mechanism that actually works, is accessible, and results in genuine reconsideration.

Participatory Design for Affected Communities

The communities most affected by high-stakes AI systems — those subject to algorithmic hiring,
predictive policing, automated benefits decisions — should have substantive participation in the

design and governance of those systems, not just the right to complain after harm occurs.

Prohibition on Certain Applications

Ethicists draw a harder line than regulators. Some categories of application, they argue, should not be

deployed at any safety level:

e Predictive policing based on demographic or behavioral profiling
¢ Autonomous lethal weapons systems without meaningful human control
e Real-time emotional recognition in employment or education contexts

e Al systems designed to create persuasive relationships with vulnerable populations, particularly
children
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Distributional Justice

Almost all frameworks focus on preventing harm to individuals. Ethicists argue the more important
question is systemic: agentic Al produces enormous productivity gains concentrated among capital
owners and highly skilled workers, while automating the roles of workers with fewer alternatives. The
demand is for governance frameworks that address this distribution question — taxation of Al-
generated productivity gains to fund workforce transitions, mandatory retraining obligations, social

impact assessments.

Long-Term and Systemic Risk Governance

Current regulation is almost entirely focused on near-term, individual harms. Longer-horizon risks —

concentration of power, erosion of human epistemic autonomy, misaligned optimization at societal

scale — are essentially unaddressed. The demand is for governance institutions with the authority,

expertise, and independence to monitor systemic Al risks.

7.4 Summary: The Gap Table

Dimension

Current Regulation

What's Coming

What Ethicists Demand

Individual harm

Partially addressed for

high-risk systems

Stricter, more specific

Contestability must actually work

sectors

being built

Consent Notice requirements Stronger disclosure Genuine opt-in for high-stakes
decisions
Bias Testing required in some Technical standards Participatory design by affected

communities

Agentic pipelines

Not adequately addressed

Active amendment

discussions

Liability must follow the chain of

delegation

Workforce

displacement

Largely unaddressed

Some transition fund

proposals

Distributional justice as a legal

obligation

Systemic / long-

term risk

Almost entirely

unaddressed

Frontier model

oversight emerging

Dedicated governance institutions

with real authority

Prohibited uses

Narrow list

Expanding slowly

Significantly broader — some use

cases should not exist

The most important insight: regulation follows harm — it is inherently reactive. The ethics

community is trying to anticipate harms before they are institutionalized at scale, which is why the gap

between what regulators require and what ethicists demand will always exist.
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8. Academic Research Opportunities

8.1 Why the Opportunity Is Unusually Large

The field is moving faster than both regulation and ethics scholarship can follow. Most ethics
scholarship is produced by philosophers and social scientists who lack technical depth to propose
implementable solutions. Most technical Al research ignores governance as out of scope. A technically

rigorous scientist who bridges these worlds is exactly what the field is missing.

8.2 Formal Verification of Agent Behavior

The problem: we cannot currently prove that an agentic system will stay within its intended scope of

behavior across all inputs. For high-stakes domains, "we tested it and it looked fine" is not sufficient.

The opportunity: applying formal methods — model checking, theorem proving, constraint

satisfaction — to agentic systems. Specifically:

e Formally specifying agent objectives and behavioral constraints
e Proving invariants hold across a bounded autonomy envelope
e Developing runtime monitors that can detect constraint violations with formal guarantees

Why it matters: this is the difference between "we believe the agent is safe" and "we can

demonstrate the agent is safe." Regulators will eventually require the latter.

Venues: IEEE TDSC, ACM CCS, FAccT, IJCAI

8.3 Mechanistic Interpretability for Multi-Agent Systems

The problem: we have emerging interpretability tools for single LLMs. We have almost nothing for

multi-agent systems, where emergent behavior arises from interaction between agents.
The opportunity:
e Tracing a harmful emergent outcome back to individual agent decisions and data inputs

e Identifying "critical paths" in multi-agent workflows

e Representing multi-agent reasoning in a form a human auditor can inspect

Venues: NeurIPS, ICML, ACL, ICLR, FAccT
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8.4 Auditable Accountability Architectures

The problem: current audit logging is ad hoc, semantically thin, and not interoperable. For

regulatory purposes, this is almost useless.
The opportunity: standardized, tamper-evident, semantically rich audit architectures:

¢ Knowledge graph-based audit trails — representing agent decisions as a queryable causal

graph enabling queries like "what data contributed to this decision?"
¢ Cryptographic integrity — tamper-evident logs without blockchain overhead

¢ Semantic standardization — ontologies for agent action representation enabling cross-

organization audit interoperability

This is a direct intersection of knowledge graph expertise and the governance gap. There is no strong

prior work here.

Venues: WWW, ESWC, ISWC, IEEE TDSC, ACM CSUR

8.5 Bias Propagation in RAG-Based Agentic Pipelines

The problem: bias in LLMs is reasonably well studied. Bias in RAG pipelines — where retrieval
introduces a second bias source that interacts non-linearly with model bias — is not. In agentic

systems with multiple RAG calls feeding multi-step reasoning, bias compounds across steps.

The opportunity:

e Measurement frameworks for retrieval bias (sparse coverage, recency bias, source authority
bias)

¢ Models of how retrieval bias interacts with model bias across reasoning steps
e Intervention points: where in the pipeline can bias be most effectively corrected?

e Fairness metrics meaningful at the pipeline level, not just the output level

Venues: FAccT, EMNLP, NAACL, SIGIR, WSDM

8.6 Human-Al Teaming Under Automation Bias

The problem: we design human-in-the-loop systems assuming the human will exercise independent

judgment. Empirical literature on automation bias shows this assumption is frequently wrong.

The opportunity:
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e What interface designs and workflow structures actually preserve human critical judgment?
e Canyou measure "effective oversight rate" rather than just "human was in the loop"?

e How does oversight quality degrade as agent autonomy increases?

e Can you design explanations that actively resist automation bias?

Venues: CHI, CSCW, IUI, FAccT, HCOMP

8.7 Governance Frameworks for Multi-Vendor Agentic Pipelines

The problem: enterprise agentic systems use multiple vendors. When something goes wrong,

accountability is genuinely unclear.

The opportunity: technical accountability frameworks across organizational boundaries —

provenance tracking, contractual accountability primitives, composability analysis.

Venues: SOSP, OSDI, ACM CCS, IEEE S&P, AI & Society

8.8 Quantitative Ethics

The problem: ethical principles are stated qualitatively; systems are built quantitatively. The

translation is informal and often incorrect.

The opportunity:

Formal representation of multi-stakeholder ethical objectives and their conflicts

Impossibility results: which combinations of constraints are simultaneously satisfiable?

Mechanism design for ethical objectives

Sensitivity analysis for ethical profiles under changing deployment contexts

Venues: AIES (AAAI/ACM), FAccT, NeurIPS, IJCAI, Philosophy & Technology

9. Commercial Opportunities

9.1 Market Context

Three forces create commercial demand simultaneously:
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1. Regulatory deadlines are real. EU Al Act high-risk obligations phase in through 2026—

2027. Organizations face mandatory conformity assessments.

2. Enterprise procurement is changing. Large buyers issue Al due diligence questionnaires to

vendors. Companies that cannot demonstrate responsible Al practices are losing deals.

3. The liability landscape shifted. Mobley v. Workday, UnitedHealth, and DeepMind NHS

made Al risk quantifiable in ways board members understand.

9.2 Established Opportunities (Competitive but Real)
e Compliance platforms — Vanta, OneTrust extending into AI Act / NIST RMF coverage
¢ Bias testing tools — IBM AIF360, Microsoft Fairlearn, Arthur A, Fiddler Al
e LLM observability — Langsmith, Helicone, Arize. Rapidly commoditizing.

e Al policy consulting — every major consulting firm now has an AI governance practice
9.3 Higher-Value Differentiated Opportunities

Agentic Audit Infrastructure as a Service
No one has built purpose-designed audit trail infrastructure for multi-agent pipelines. The
opportunity:

e Capture full agent reasoning traces in a structured, tamper-evident format

e Represent them as a queryable causal graph rather than flat logs

e Enable questions like "what data contributed to this decision?"

e Integrate with existing agent frameworks (LangGraph, CrewAl, AutoGen, custom FastAPI

pipelines)

Revenue model: consumption-based SaaS. Buyers: regulated enterprises. Defensibility: technical

depth in semantic reasoning.

Third-Party AI Conformity Assessment

The EU AI Act requires conformity assessment for high-risk systems. This creates demand for

independent technical auditors — a commercial model identical to SOC 2 or financial audit.

Revenue: project-based assessment fees ($150K—$500K+ for enterprise engagements), recurring

monitoring retainers, certification support.
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Domain-Specific Responsible AI Tooling

Horizontal tools commoditize. Domain-specific tools do not:

¢ Healthcare: HIPAA-compliant audit trails, bias testing against protected populations

¢ Financial services: ECOA-compliant adverse action explanations, AML audit trail

interoperability

¢ HR technology: disparate impact analysis, candidate explainability reports satisfying EEOC
requirements

e Legal: privilege-aware document handling, discovery-compliant audit trails

Al Governance as Managed Service for Mid-Market

Mid-market companies ($50M—-$500M revenue) deploy agentic Al but cannot staff a governance

function. Opportunity: fractional Al governance service priced as monthly retainer ($5K—
$25K/month).
Education and Certification

No established certification exists for Al governance practitioners (equivalent to CISSP or CPA).
Opportunities:

e Professional certification programs
e Enterprise training ($2K—$5K per participant)

¢ University executive education programs

Red-Teaming as a Service

Structured adversarial testing of agentic systems before deployment. Revenue: project-based ($30K—

$150K per engagement), optional retainer for ongoing testing.

9.4 The Highest-Leverage Position

A research-driven consultancy / tool company at the intersection of technical rigor and
governance — producing open research (builds credibility), offering assessment and advisory services
(generates revenue), and building tooling (scales methodology). This is the model RAND built in

defense policy and that cybersecurity firms built around university security research.
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10. Discussion Questions

Each question follows the same protocol: 2 minutes of individual written submission, LLM-generated

thematic summary projected on screen, followed by 7—10 minutes of open class discussion.

Discussion Question 1 — Foundations of AI Ethics

An agentic Al system deployed in a hospital autonomously schedules and cancels
patient appointments based on resource optimization. A patient misses a critical
follow-up and suffers a worsening condition. How do the five core ethical
principles map onto this scenario, and which principle do you consider most

violated?

Context: This question forces students to move from abstract principle to concrete harm. It introduces
the concept of emergent harm — the agent was doing its job correctly by narrow optimization metrics

— and the challenge of specifying objectives that capture human welfare holistically.

Assessment focus: Ability to apply multiple ethical frameworks simultaneously; recognition that

ethical principles can conflict; quality of reasoning about tradeoffs between efficiency and care.

Discussion Question 2 — Bias & Fairness

Your team is building a loan-decision agentic system for a regional bank. You
discover that historical lending data reflects decades of discriminatory lending
practices. You have three options: (A) train on the data as-is, (B) remove
protected attributes from features, or (C) apply fairness-aware re-weighting.
What is your recommendation and why? What fairness metric would you use to

validate it?

Context: Each option has defensible justifications and serious drawbacks. Students must grapple with
the impossibility theorem (no metric satisfies all fairness criteria simultaneously) and the regulatory

context (Equal Credit Opportunity Act, disparate impact doctrine).

Assessment focus: Understanding of bias sources and mitigation options; familiarity with fairness

metrics; ability to reason under constraint.

Discussion Question 3 — Accountability & Oversight
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You are designing an agentic customer service system for a financial services firm.
The system can autonomously resolve disputes, issue refunds up to $500, and
escalate to human agents. A proposal is made to raise the autonomous refund
threshold to $5,000 to reduce human workload by 80%. What autonomy level
would you recommend for this new threshold, and what safeguards would you

require before approval?

Context: Probes the tension between operational efficiency and risk management. Introduces

calibrating autonomy to risk rather than applying a blanket policy.

Assessment focus: Ability to calibrate autonomy level to risk; quality and specificity of proposed

safeguards; awareness of adversarial and systemic risks.

Discussion Question 4 — Governance

Your organization wants to deploy an agentic Al system that monitors employee
communications (Slack, email, documents) to detect IP theft and policy violations.
The system will flag suspicious behavior to HR. What governance structures,
consent mechanisms, and technical safeguards would you require before
approving this deployment, and are there conditions under which you would
refuse to build it?

Context: Sits at the boundary of "high-risk" under the EU AI Act and raises fundamental questions

about surveillance, consent, and the limits of what should be built even if technically feasible.

Assessment focus: Depth of governance thinking; ability to distinguish between "can we" and "should

we"; understanding of employee rights and regulatory constraints.

Discussion Question 5 — Synthesis

You have been hired as the AI Ethics Lead at a startup deploying a multi-agent
system to autonomously manage a portfolio of real estate investments —
identifying properties, negotiating purchase terms, managing tenants, and
initiating legal proceedings when necessary. Using any frameworks discussed
today, identify the three most significant ethical risks and design one concrete

mitigation for each. Would you take this job?
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Context: Requires students to draw on all four modules. The final personal question grounds academic

discussion in professional identity and personal values.

Assessment focus: Breadth and depth of risk identification; quality and feasibility of mitigations;

coherence of ethical reasoning; ability to integrate multiple frameworks.

11. Reading List and Resources

Required Readings (Before Session)

e EU AI Act Summary — Chapters 1—3 (risk classification and obligations). Full text

e NIST AI RMF Playbook — GOVERN and MAP functions. NIST Al RMF Overview

¢ Bender, E. M., Gebru, T., et al. (2021). "On the Dangers of Stochastic Parrots." ACM FAccT 2021.

Paper

e Chouldechova, A. (2017). "Fair Prediction with Disparate Impact." Big Data journal.

Regulatory Frameworks

Framework

URL

EU Al Act (Full Text)

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32024R1689

NIST Al Risk Management Framework 1.0

https://www.nist.gov/itl/ai-risk-management-framework

IEEE Ethically Aligned Design (v2)

https://standards.ieee.org/industry-connections/ec/autonomous-systems/

OECD Al Principles

https://oecd.ai/en/ai-principles

Research & Scholarship

Title

URL

Attention Is All You Need (Transformers)

https://arxiv.org/abs/1706.03762

On the Dangers of Stochastic Parrots (Bender et al.) https://dl.acm.org/doi/10.1145/3442188.3445922

Algorithmic Accountability (Diakopoulos)

https://www.tandfonline.com/doi/full/10.1080/21670811.2014.
976411
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https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32024R1689
https://airc.nist.gov/RMF_Overview
https://dl.acm.org/doi/10.1145/3442188.3445922
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:32024R1689
https://www.nist.gov/itl/ai-risk-management-framework
https://standards.ieee.org/industry-connections/ec/autonomous-systems/
https://oecd.ai/en/ai-principles
https://arxiv.org/abs/1706.03762
https://dl.acm.org/doi/10.1145/3442188.3445922

Tools

Tool

URL

Google Model Cards Toolkit

https://modelcards.withgoogle.com/about

IBM Al Fairness 360 (AIF360)

https://github.com/Trusted-Al/AIF360

Microsoft Responsible Al Dashboard

https://responsibleaitoolbox.ai/

Case Law

Case

Significance

Mobley v. Workday (N.D. Cal. 2024-
2025)

Al vendor liability under "agent theory" for hiring discrimination

UnitedHealth AI Denial Lawsuit
(2025)

Al-driven healthcare coverage denial without meaningful appeal

DeepMind / Royal Free NHS (2017—
2021)

Patient data use without consent; ICO ruling and class action

Huskey v. State Farm (N.D. lll. 2023)

Al fraud detection algorithm with racial disparate impact

SafeRent Solutions Settlement
(2024)

Tenant screening algorithm disparate impact on Black and Hispanic applicants;
$2M settlement

Industry Reports

Report

URL

Agqil.fr — Agentic Al 2025: Ethical

Challenges & Governance

https://www.aggqil.fr/blog/ia-agentique-ethique-2025?lang=en

IT Brief UK — Enterprise Al Agents:

Human-Augmented Operations

https://itbrief.co.uk/story/enterprise-ai-agents-the-rise-of-human-augmented-

operations

HyperAl — Successful Al Agent

Deployment: Bounded Autonomy

https://hyper.ai/en/stories/2925dad89166ae8384{79d4719151deb

Partnership on Al — Real-Time

Failure Detection in Al Agents

https://partnershiponai.org/wp-content/uploads/2025/09/agents-real-time-

failure-detection.pdf

Noma Security — Destructive

Capabilities in Agentic Al

https://noma.security/blog/the-risk-of-destructive-capabilities-in-agentic-ai/
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https://modelcards.withgoogle.com/about
https://responsibleaitoolbox.ai/
http://aggil.fr/
https://www.aggil.fr/blog/ia-agentique-ethique-2025?lang=en
https://itbrief.co.uk/story/enterprise-ai-agents-the-rise-of-human-augmented-operations
https://itbrief.co.uk/story/enterprise-ai-agents-the-rise-of-human-augmented-operations
https://hyper.ai/en/stories/2925dad89166ae8384f79d4719151deb
https://partnershiponai.org/wp-content/uploads/2025/09/agents-real-time-failure-detection.pdf
https://partnershiponai.org/wp-content/uploads/2025/09/agents-real-time-failure-detection.pdf
https://noma.security/blog/the-risk-of-destructive-capabilities-in-agentic-ai/

UC Berkeley SCET — Agentic Al's
Opportunities and Risks

https://scet.berkeley.edu/the-next-next-big-thing-agentic-ais-opportunities-

and-risks/
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